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Answer ALL Questions

PART A — (10 x 2 = 20 marks)

Give the difference between vulnerability and threat.

Does a substitution need fo be a permutation of the plaintext symbols? Why or why not?
Distinguish between virus, Trojan horse, rabbit and worm.

What is known as a salami attack?

What are the advantages of having layered design for operating systems?

What is the use of the fence register in memory protection?

How is active and passive wiretapping different?

What is SQL injection?

What should an incident response plan do?

. Give any two reasons for why computer crime is hard to prosecute

PART B — (5 x 16 = 80 marks)

(i) Explain how the cycle attack and the common modulus attack can be done on RSA.
(i) Explain how encryption is done using one-time pads.

(a) (i) Explain how viruses attach and which are the homes for viruses.
(ii) Give two examples for trapdoors.
(OR)
(b) (i) Explain how mutual suspicion and peer reviews help as controls against program

threats.
(ii) What are storage channels? Explain with an example.

(a) Explain different ways in which passwords can be attacked.
(OR)
(b) Explain the following security policies:

(i) Military security policy
(ii) Chinese security policy
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14. (a) (i) Explain-different ways of maintaining reliability and integrity in databases. {10)

(iiYExplain different methods of deriving sensitive data from non-sensitive data. (6)
(OR)
(b) (i) Explain any two types of Denial of Ser\)ice attacks. ‘ (10)

(i) What is a firewall? Write short notes on application proxies and personal firewalls. (6)

15. (a) Discuss on the issues that must be addressed by a security plan. (16)
(OR)

(b) Discuss on the rights of employers and employees to their computer-products. (16)



